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NONOXEHUE
O nopsiAKe XxpaHeH!s 1 3alUTbl NepCcoHarnbHbIX AaHHbIX NOfb3oBaTenemn

1. TepMuHbI 1 onpeaeneHus

CanT — COBOKYNMHOCTb MpoOrpamMMHbIX W annapaTtHbix cpeacts ana 9BM,
obecneunBatoLmx nybnukauunio gns sceobuiero o603peHnsa nHpopmaumm n gaHHbIX,
00beanHEHHbIX O6WMM  UeneBbiM Ha3Ha4YeHWeM, MNOCPeACTBOM  TEXHUYECKUX
cpencTB, NpuMeHsieMbIx Ans ceasn mexagy 9BM B cetn NHTepHeT. lNog Cantom B
CornaweHnn noHumaetca CanT, pacnonoxeHHoln B cetn WHTepHeT no
agpecy: www.dschool.ru.

Nonb3oBaTtenb — nonb3osatenb ceTn HTepHeT 1, B YacTHocTu, CanTa, nmeroLwmi
CBOIO NIMYHYIO CTpaHuLy (Npodunb/akkayHT).

®depepanbHbin 3aKoH (P3) — PegepanbHbin 3akoH oT 27.07.2006 Ne 152 &3 «O
nepcoHanbHbIX AaHHbIX» (ganee — 3akoH O NepCoHarbHbIX AaHHbIX).

MNepcoHanbHble AaHHble — nbas MHPOpPMauWsi, OTHOCALLAACH MPSAMO WK
KOCBEHHO K OMpefenieHHOMY Wnu onpeaensieMomy uanyeckomy nuuy (CyobekTy
nepcoHarnbHbIX AaHHbIX).

MNepcoHanbHble AaHHble, pa3pelleHHble CYyGBHLEKTOM MepCOoHanbHbIX AAaHHbIX
ANA pacnpocTpaHeHUs — NepcoHarbHble AaHHble, AOCTYN HEeOrpaHNUYEeHHOro Kpyra
UL K KOTOPbIM NpedocTaBfieH CyObeKkTOM NepcoHarnbHbIX AaHHbIX NyTeM Aayn
cornacusi Ha o06paboTKy nepcoHanbHbIX [AaHHbIX, pa3peLleHHbIX CYy6beKToM
nepcoHanbHbIX AaHHbIX ANs pacnpocTpaHeHus B nopsiake, NpeaycMOTPEeHHOM
3aKOHOM O NepcoHanbHbIX AaHHbIX.

OnepaTop — opraHu3auusi, CamoCTOATENbHO WM COBMECTHO C APYrMMM nvLamu
opraHusyowiaa 06paboTKy nepcoHanbHbIX OAaHHbIX, @ Takke onpegenswowasa uenm



00paboTkn nepcoHanbHbIX  AaHHbIX, noanexawmx obpaboTke, AencTeus
(onepauuun), coBepLiaemMble C NePCOHanNbHbIMU SaHHBIMM.

Onepatopom gBnsietca OO0 «TexHonormn obpasoBaHma — 21 BEKby,
pacnonoxeHHoe rno agpecy: 109147, r. Mockea, yn. Mapkcuctckas, g..22, cTp.1.

O6paboTka nepcoHanbHbIX AaHHbIX — nwboe paencrteme (onepauusi) wunu
COBOKYMHOCTb OeWCTBUM (Ornepaunn), coBepluaeMblX C UCMOMb30BaHMEM CpPeacTB
aBTomaTmsaumm wunu 6e3 KUCNonb30BaHMA TakuX CpeacTB C NepcoHarbHbIMK
AaHHbIMK, BKNtoYass cbop, 3anucb, cucTeMatMsauuio, HakKoMfeHue, XpaHeHue,
yTOuyHeHne (OOHOBNEHWE, U3MEHEHWE), M3BIEYEeHMe, MWCMNoNb3oBaHWe, nepenady
(pacnpocTpaHeHue, npegoctaBneHve, [octyn), obeanuumBaHue, OMNoOKMpoBaHue,
yaaneHue, YHUYTOXeHNe NepCcoHarnbHbIX aHHbIX.

ABTOMaTM3MpoBaHHaA o0OpaboTKa nepcoHanbHbIX AaHHbIX — o00paboTka
nepcoHanbHbIX JaHHbIX C MOMOLLbIO CPEACTB BbIYMCITUTENBHOM TEXHUKM.

I'Ipe,qOCTaBneHMe nepCcoHanbHbIX AOdHHbLIX -— OencTeus, HanpaBJieHHble Ha
pacKkpbliTe nepcoHalibHbIX AaHHbIX ornpeaefnieHHomMy nuldy wunm onpepnerieHHoMy

Kpyry nu.

BnokupoBaHue nepcoHanbHbIX AAaHHbIX — BPEMEHHOE npekpalleHne obpaboTkm
nepcoHarnbHbIX AaHHbIX (32 UCKNIOYeHUeM cny4yaes, ecnu obpaboTka Heobxoanma
AN yTOYHEHUS NepPCOHanbHbIX AAHHbIX).

YHMUTOXEeHNe nepcoHanbHbIX AaHHbIX — [OEWCTBUS, B pe3ynbTaTe KOTOpbIX
CTAHOBMTCA HEBO3MOXXHbIM BOCCTaHOBWUTb COAepkaHue MepCcoHarnbHbIX AAHHbLIX B
NHOPMaLMOHHON CUCTEME MEepPCOoHarbHbIX AOAaHHbIX W/WUNKM B pe3yrnbTaTe KOTOpbIX
YHUYTOXATCA MaTepuarbHble HOCUTENN NepcoHarnbHbIX AaHHbIX.

O6Ge3nuuMBaHMe NepcoHarnbHbIX AAHHbIX — OEUCTBUS, B pe3ynbTaTe KOTOpbIX
CTAHOBMTCA HEBO3MOXHbIM 0€3 WCNonb30BaHUSA AONOMHUTENbHOW WHOpMaLMK
onpeaennTb MPUHAANEXHOCTb MNepCOoHasnbHbIX AaHHbIX K KOHKPETHOMY CyObekTy
nepCcoHarnbHbIX AaHHbIX.

UHcpopmaumoHHaa cuctema nepcoHanbHbIX gaHHbIX (UCIMOH) — COBOKYNHOCTb
cofgepXxawmxca B B6asax [aHHbIX MepCoHanbHbIX AaHHbIX M obecneymBaroLWmX KX
06paboTKy MHPOPMALMNOHHBIX TEXHOSOMMN U TEXHUYECKNX CPEACTB.

2. O6Lwmne nonoxeHus

2.1. TlonoxeHne O nopsgke XpaHeHUs W 3aWuTbl NEepCOHarnbHbIX  AaHHbIX
Monb3oBaTtenen Canta (ganee — lMonoxeHne) paspabotaHo C Lenbto cobnogeHns
TpeboBaHun 3akoHodaTenbcTBa P®, copepxalmx nepcoHarnbHble [OaHHble WU
naeHTudmkauum Nonb3oBaTtenen, Haxogawmxcs Ha Caunte.

2.2. MNonoxeHne paspaboTaHo B cooTBeTCTBMM C KoHcTuTyumnen PP, [paxgaHCKum
kKogekcom PO®, pencrteyowMM 3akoHogaTenbctBom P® B obnactn  3awuTbl
nepcoHanbHbIX OaHHbIX.



2.3. lMonoxeHune ycTaHaBnuBaeT nopsgok 06paboTkM nepcoHanbHbIX  AaHHbIX
Monb3oBatenen Cawnta: gencteus no cbopy, cuctemaTu3aumm, HaKOMNEHMIO,
XPaHEHUIO, YTOYHEHUIO (OOHOBMEHMIO, U3MEHEHUIO), YHUUTOXEHUIO NEepCOHanbHbIX
AaHHbIX.

2.4. TlonoxeHne ycTaHaBnuBaeT obssatenbHble Ana coTpyaHukoB OnepaTtopa,
3a4€eNCTBOBaHHbIX B obcnyxumBaHun Canta, obwme TpeboBaHuA M npasBuna no
paboTe co BCeMu BMAAMMU HOCUTENEN MHOPpMaLNN, CoaepKaMmn NepcoHanbHbIe
paHHble Nonb3oBaTenen CanTa.

2.5. B lMonoxeHun He paccmaTpuBaroTCsl BOMNPoOCbl obecneveHusi Ge3onacHocTr
nepcoHanbHbIX [aHHbIX, OTHECEHHbIX B YCTAHOBIIEHHOM MoOpsAKke K CBedeHUsAM,
COCTaBALWMM rocygapCTBEHHY0 TariHy Poccuickon ®epgepauuu.

2.6. Llensmu MNonoxeHus aBnsitoTca:

o obecneyeHne TpeboBaHMM 3aWMTbI NpaB U cBOOOA YenoBeka 1 rpaxxgaHmHa
npyn obpaboTke MepcoHanbHbIX AaHHbIX, B TOM 4YMCne 3awuTbl NpaB Ha
HENPUKOCHOBEHHOCTb YaCTHOM XU3HW, JIMYHYIO U CEMENHYIO TalHYy;

e UCKITHOYEHME HECaHKUMOHMPOBAHHbLIX AeNCTBUM coTpyaHukoB Onepatopa u
nobbIx TpeTbux nuu no cbopy, cucteMaTmsauumn, HaKOMMEHUHO, XPaHEeHUIO,
YTOYHEHNIO (OBHOBMEHMIO, WM3MEHEHUID) NEepPCOHanNbHbIX [LaHHbIX, MWHbIX
dopM He3aKOHHOro BMeLllaTenbCTBa B MHGOPMAaLMOHHbIE pecypcbl WU
noKanbHY0 BblYUCIIMTENBHYIO ceTb OnepaTopa, obecneyeHne NnpaBoBoOro U
HOPMaTUBHOIO pexuma KOH(PUOAEHUNANbHOCTU HeOOKYMEeHTUPOBaHHOW
nHpopmauun [onb3oBatenen CanTta; 3awmMTa KOHCTUTYLMOHHLIX MpasB
rpaXxgaH Ha  JIMYHYK0  TavHy,  KOH(MOeHUManbHOCTb  CBeAeHUNn,
COCTaBNALLMX nepcoHarnbHble AaHHble, n npepoTBpaLleHune
BO3HWKHOBEHMS BO3MOXHOW yrpo3bl 6e3onacHocTu MNonb3osatenen Canta.

2.7. MpyHUMnbl 06paboTKN NEPCOHaNbHbIX AAHHbIX:

e 00paboTka nepcoHanbHbIX AaHHbIX AOMMKHA OCYLLECTBASATLCA Ha 3aKOHHOM
N cnpaBeasiuBon OCHOBE;

o 00paboTka nepcoHanbHbIX OaHHbIX OOMKHA OrpaHNYMBaATLCA OOCTUXKEHUEM
KOHKPETHbIX, 3apaHee onpeaeneHHbiX U 3aKOHHbIX Lenen. He gonyckaeTtcs
obpaboTka nepcoHanbHbIX AaHHbIX, HEcoBMecTUMast ¢ uensmmu cbopa
nepcoHarnbHbIX AaHHbIX;

e He gonyckaetca obbeanHeHve 6a3 OaHHbIX, coaepXXalimMx nepcoHarnbHble
AaHHble, 06paboTka KOTOPbIX OCYLLECTBMSETCS B LENsAX, HECOBMECTUMbIX
mexay cobow;

o 00paboTke noanexaT TONbKO MepCOoHanbHble AaHHble, KOTOpble OTBEYalT
uensm nx obpaboTku;

e cogepxaHme n obbem obpabaTbiBaeMbIX NEpPCOHArbHbIX AAHHbBIX AOJTKHbI
COOTBETCTBOBATb 3asBneHHbIM LUensm obpaboTkn. ObpabaTbiBaeMblie
nepcoHanbHble AaHHble He OOMKHbl ObiTb N3OBLITOYHBIMU MO OTHOLLEHUIO K
3asBIIEHHbIM LensiMm nx obpaboTku;

e cogepxaHme un o0b6bem oOpabaTbiBaeMbiX NEePCOHanbHbIX AaHHbIX
HeonpeaeneHHOMY Kpyry nuu, onpegensieT Cy0bekT nepCoHanbHbIX AaHHbIX
B COrnalleHMn Ha pacnpocTpaHeHne NnepcoHanbHbIX AaHHbIX;



npn o6paboTke nepcoHanbHbIX AaHHbIX AO0MMKHbI ObiTb  0becneyeHsl

TOYHOCTb MEepPCOHarnbHbIX AaHHbIX, X AOCTATOMHOCTb, @ B HEOOXOOAUMBIX
crnyyYasix W aKkTyanbHOCTb MO OTHOLWEHW K uensMm obpaboTku
NepcoHanbHbIX OaHHbIX;

XpaHeHne nepcoHalbHbIX AaHHbIX OOJMHKHO OCYLLEeCTBIATbCA He OorJiblue,

yem aTtoro TpebyloT uenu obpaboTkn nNepcoHanbHbIX AAHHbLIX, €CNU CPOK
XpaHeHWs1 NepCoOHanbHbIX AaHHbIX HE yCcTaHoBNeH PeaepanbHbIM 3aKOHOM,
cornalwleHnem, CTOpoHOW KoToporo siensetcs Nonb3oBaTerns;

« obpabGaTbiBaeMble NepcoHarnbHble AaHHble NnoAanexaT YHUYTOXEeHWU nmbo

obesnnumBaHuid NO OOCTWMXKEHUM uenen obpaboTku, npu OT3biBE
CyOBbEKTOM MepCoHanbHbIX AaHHbIX COrflacMsi Ha pacnpocTpaHeHue
NepcoHanbHbIX AaHHbIX UMW B Criyd4ae yTpaTbl HeobxoaMmocTu B
OOCTWKEHMM ITUX Lenen, ecrnim nHoe He npegycmotpeHo denepanbHbiM
3aKOHOM.

2.8. YcnoBusi 06paboTkm nepcoHarnbHbIX AaHHbIX.

2.8.1. ObpaboTka nepcoHanbHbIX AaHHbIX Monb3oBaTenen Canta ocylecTBnseTcs
Ha ocHoBaHuu [paxgaHckoro kogekca P®, KoHctutyumm PO, gencreytowero
3akoHogaTenocTBa P® B 0bnacTtu 3awwmtbl NnepcoHarnbHbIX aHHbIX.

2.8.2.

ObpaboTtka nepcoHanbHbiXx AdaHHbix Ha CanTe OocylwecTBNsaeTca C

cobniogeHneMm  MNpUHUMNOB WM NpaBwi, NpeayCcMOTPEHHbIX [lonoxeHnem u
3akoHopaTtenbcTBOM PO.

O6paboTka nepcoHarnbHbIX AaHHbIX JOMNYCKaeTCsl B Cneaylowmux cryvasx:

obpaboTka nepcoHanbHbIX [AaHHbIX Heobxoguma Ans MCNofb30BaHUS

Canta, cTopoHoM KoToporo asnsietca lNonb3oBaTtens;

obpaboTka nepcoHanbHbIX [OaHHbIX HeobxoaMma Ans 3alnTbl KU3HWU,

300POBbS UMM UHbIX XXU3HEHHO BaXKHbIX MHTepecoB [Nonb3oBatens CanTta,
€CNnun nony4veHne cornacusi HEBO3MOXHO;

« 06paboTka nepcoHanbHbIX AaHHbIX HeobxoaMMa ANns OCyLLEeCTBIEHUS NpaB

M 3aKOHHbIX WHTepecoB OnepaTtopa unu TpeTbux nuy nubo Aans
OOCTUXKEHNSA OOLLECTBEHHO 3HAYUMbIX LieNen npu ycrnoBuu, YTO Npu 3TOM
He HapylalTcsa npasa n ceoboabl MNonb3oBatenen Canta;

. 06pa60TKa nepcoHalibHbIX AAaHHbIX OCYLECTBNAETCA B CTATUCTUHECKNX UIN

MHbIX ncecnengoBaTeribCKnX uendx, 3a UCKINK4YeHnem O6pa6OTKVI
nepcoHalribHbIX OaHHbIX B Lenax npoaBXeHunsa ToBapoOB, pa60T, ycnyr Ha
pblHKE nNyTE€M OCYLWLECTBITIEHUA TMPAMbIX KOHTAKTOB C MOTEeHUuallbHbIMA
I'IOTpe6VITeJ'IFIMVI C nomMmouwbko CpeactB cCBA3M, a TakKkKe B Lendx
NOSIMTUYECKON arutauumn, npn ycnosun obs3aTtenbHoro obesnnunBaHus
nepcoHaribHbIX AaHHbIX.

2.9. Llenn 06paboTkn nepcoHanbHbIX AAaHHbIX.

2.9.1. O6paboTka nepcoHanbHbIX AaHHbIX Monb3oBatenen CanTta ocywecTBNAeTCs
UCKMIOYMTENBHO B Uenax npegocTtaeneHust [lonb3oBaTtentdo  BO3MOXHOCTHU
B3aumogencTeoBaTb ¢ Cantom.



2.9.2. CBegeHusIMK, COCTaBNAKLLMMN NepcoHanbHble AaHHble Ha CanTe, aBnseTca
nobas MHpopmMaumda, OTHOCHALLAACA K OonpeferieHHOMY WM onpeaenseMomy Ha
OCHOBaHUM TakoW WHdopMaLun dusmdeckoMy nuuy (CyGbekTy nepcoHanbHbIX
AaHHbIX).

2.10. ACTOYHMKM NOnyYeHnsa nepcoHanbHbIX AaHHbIX [onb3oBaTenen.

2.10.1. AcTtouHukom nHcpopmauumn 060 BCex NepcoHanbHbIX AaHHbIX [onb3oBaTens
ABNAETCA HenocpeacTBeHHO caM [Nonb3oBaTens.

2.10.2. WcToyHMKOM WHdOpMauUMM O nepcoHanbHbIX AaHHbIX [lonb3oBaTens
ABMAIOTCA CBedeHWs, MOJflyYeHHble Bcreacteue npepocTtasneHnss OnepaTopom
Monb3oBaTtento Npae Nnonb3oBaHus Cantom.

2.10.3. lNepcoHanbHble AaHHble [lonb3oBaTenem OTHOCATCS K KOHdMAeHUManbHOn
MHdOpPMaUUKM orpaHUY4eHHOro AocTyna.

2.10.4. Onepatop He umeeT npaBa cobupaTb U obpabaTbiBaTb NepcoOHanbHbIe
AaHHble [lonb3oBaTens O ero pacoBOW, HaUMOHaNbHOW MNPUHALMNEXHOCTN,
NONMMTUYECKUX B3rnagax, PenurmosHbiX unm unocodckux ybexaeHusax, 4acTtHoum
XW3HW, 3@  UCKMKOYEHWEM  cryyaeB,  NPedyCMOTPEHHbIX  AENCTBYHOLLNM
3aKoHOOATENbCTBOM.

2.10.5. OnepaTtop He uMmeeT npaBa nonyvyatb M obpabaTbiBaTb MNepcoHarbHbIE
AaHHble [Monb3oBaTensa O ero YNeHcTBe B OOLLECTBEHHbLIX OObEOUHEHUAX UMN €ro
NPOCOO3HON AEATENBHOCTU, 3a WCKIOYEHMEM CriyvyaeB, MNpeayCMOTPEHHbIX
depeparnbHbIM 3aKOHOM.

2.11. Cnocobbl 06paboTKkn NepcoHanbHbIX AAaHHbIX.

2.11.1. TlepcoHanbHble AaHHble [lonb3oBaTenenm Cawnta obpabaTtbiBaloTcA
NCKMIOYNTENBHO C MCMNONb30BaHNEM CPEACTB aBTOMAaTM3aLMNN.

2.12. MNpaBa cybbekToB ([onb3oBaTtenen) NnepcoHanbHbIX AaHHbIX.

2.12.1. MNonb3oBaTenb MMeeT NpaBO Ha nonyyeHue ceegeHun ob OnepaTope, O
MeCcTe €ero HaxoxgeHusi, O Hanmumm y OnepaTtopa nepcoHanbHbIX AaHHbIX,
OTHOCALLMXCS K KOHKPETHOMY CyObeKTy nepcoHanbHbiX AaHHbIX ([lonb3oBaTtento), a
TakKke Ha O3HAaKOMNEHME C TakMMW MEPCOHANbHLIMU AAHHBbIMU, 33 WUCKIHOYEHUEM
crny4aeB, NpeayCMOTPEHHbIX YacTblo 8 ctaTbn 14 3akoHa O NepCcoHanbHbIX OAHHbIX.

2.12.2. lNMonb3oBatenb MMeeT NpaBO Ha nonyvyeHne oT OnepaTtopa nNpu ANYHOM
obpaweHnn Kk Hemy nmbo npu nonyvyeHun OnepaTopoM NUCbMEHHOrO 3anpoca oT
Monb3oBatena  cneaywowen  uHdopmaumm, Kacawowencs obpaboTkm  ero
nepcoHanbHbIX AaHHbIX, B TOM YACME COAepXaLlen:

e noaTBepxaeHne akta 0b6paboTkn nepcoHanbHbIX AaHHbIX OnepaTopom, a
Takke Lenb Takon obpaboTky;
e MpaBOBbIE OCHOBAHUA N Lenn 06paboTkM NepCoHarnbHbIX AAHHbIX;



e LEenM 1 npumeHsiemble OnepaTtopomM cnocobbl 06paboTkM MepcoHanbHbIX
AaHHbIX;

e HaMMeHOBaHWe N MecTo HaxoxaeHwa Onepartopa, cBedeHus O nuuax (3a
nckniodeHnem paboTHMKOB onepaTtopa), KOTopble MMEKT A0CTyn K
nepcoHanbHbiM  [aHHbIM WX KOTOPbIM ~ MOryT  ObITb  pacKpbIThbl
nepcoHanbHble AaHHble Ha OCHOBaHMM goroBopa ¢ OnepaTopom unn Ha
OoCcHoBaHun PeaepanbHOro 3aKoHa;

o 0OpabaTtbiBaemble nepcoHanbHble AaHHbIe, OTHOCsILLUMECS K
COOTBETCTBYIOLWEMY CYOBbEKTY MNepcoHanbHbIX AaHHbIX, WCTOYHUK WX
NoNnyyeHnsl, ecrnm WHOW NOPSAOK NPeAoCTaBMNEHUs TakKMX AaHHbIX He
npeaycmoTpeH deaepanbHbiM 3aKOHOM;

e CpOKM 00paboTKM NepcoHanbHbIX AaHHbLIX, B TOM YUCE CPOKM UX XPaHEHWS;

e MOPAOOK OCYWECTBNEHNA CYObEKTOM MepCcoHanbHbiX [aHHbIX Mpas,
npeaycMoTpeHHbIX PeaepanbHbiM 3aKOHOM;

e MHGOpMaumio 006  OCyLLEeCTBMNEHHOM nnu o] npegnonaraemMom
TpaHCrpaHMYHOM Nepeaaye OaHHbIX;

e HaMMEHOBaHWe wunu damMunmi, WMsA, OTY4eCTBO W agpec nuua,
ocyulecTBnsowlero ob6paboTky nepcoHanbHbIX LaHHbIX MO MOPYYEHUIO
Onepartopa, ecnun obpaboTka nopydeHa unu bygeT nopyyeHa Takomy nuuy;

e VHble CBeAeHus, NpeaycMoTpeHHble deaeparnbHbiM 3aKOHOM UNU APYTMMK
denepanbHbIMN 3aKOHaMU;

o TpeboBaTb WM3MEHEHUS, YTOUYHEHUS, YHUYTOXEHMS MHDOPMaLUM O CaMoM
cebe;

o oOOXxanoBaTb HenpaBOMEpPHbIE AeNcTBMSA unn 6esgenctene no obpaboTtke
nepcoHanbHbIX AaHHbIX U TpeboBaTb COOTBETCTBYIOLLEN KOMMEHcauun B
cyae,

e Ha [OMOSIHEHME MepCoHanbHbIX AaHHbIX  OLEHOYHOro  XapakTtepa
3asiBNEHNEM, BblpaXkalowmM ero CO6CTBEHHYI0 TOYKY 3peHUs:;

e OnpefensTb NpeacTaBuTeNen AN 3alimTbl CBOUX NEPCOHANbHbIX OAHHbIX;

e TpeboBaTb oT OnepaTtopa yBeAOMSEHUS 000 BCEX NPOU3BELEHHbLIX B HUX
N3MEHEHNAX UINN NUCKITIOYEHUAX N3 HUX.

2.12.3. lNonb3oBaTenb nmeeTt npaBo obxanoBaTb B YMNOSIHOMOYEHHOM OpraHe no
3awmuTe npaB CyObEKTOB MepCOHasnbHbIX AaHHbIX wWnNn B cygebHoM nopsagke
pencteus  wunu  6esgenctene Onepartopa, €cnn  cyiTaeT, uYTO MNOCneaHun
ocyulecTBnaeT 0b6paboTKy ero nepcoHarnbHbIX OaHHbIX C HapyLleHnem TpeboBaHui
depepanbHoro 3akoHa «O nepcoHanbHbIX AaHHBIX» WX UHbIM 06pa3oM HapyLlaeT
ero npaea u csoboabl.

2.12.4. MNonb3oBaTesib NepcoHarnbHbIX AaHHbIX MMEEeT NpaBO Ha 3aliuTy CBOMX Mpas
M 3aKOHHbIX WHTEpPEeCcoB, B TOM 4ucne Ha BoO3MmeweHue YObITKOB U (1nn)
KOMMNeHcauunio MopanbHOro Bpeaa B cyaebHom nopsiake.

2.13. O6szaHHocTM OnepaTtopa.

2.13.1. Mo cakty nnuyHoro obpatleHns nMbo npu NosTly4eHMn NMCbMEHHOro 3anpoca
cybbekTa

nepcoHanbHbiX AdaHHbIX Wunu ero npegctasutens Onepatop, NpY  HanMuum
OocHoBaHuN, 06a3aH B TeveHue 30 gHen c gatbl obpaweHus nubo nonyveHus
3anpoca cybbekTa nepcoHanbHbIX AaHHbIX UM ero npeacTaBuTens NpeaocTaBUTb



cBefeHuss B o6beme, ycTaHoBreHHOM dPenepanbHbiM 3aKOHOM. Takue cBeaeHust
AOMKHbI ObITb NpeaocTaBneHbl CyObEeKTy MnepcoHanbHbIX AaHHbIX B OOCTYMHOM
dopme, 1 B HUX He OOMKHbI CoAepKaTbCA NepcoHanbHble AaHHbIe, OTHOCALLMECS K
ApYyrMM cybbekTaM nepcoHanbHbIX [AaHHbIX, 3a WCKIHYEHMEM Cly4aeB, echnu
NMETCH 3aKOHHbIE OCHOBAHUSA AN PACKPbITUS TAKUX NePCOHanbHbIX AaHHbIX.

2.13.2. Bce obpalleHma cybbekToB NepcoHarnbHbIX JAHHbIX UM UX NpeacTaBUTenemn
pernctpupytotca B XKypHarne yyeTa obpalleHnin rpaxkgaH (CyObekToB NepcoHarnbHbIX
AaHHbIX) NO Bornpocam 06paboTkm nepcoHanbHbIX OaHHbIX.

2.13.3. B cnyyae oTkasa B npegoctaBfeHnn cybbekTy nepCoHanbHbIX AaHHbIX Un
ero npegcrasutento npu obpaiwieHun nmbo npu nomnyyvyeHum 3anpoca cybbekTa
nepcoHanbHbIX [AaHHbIX WM ero npeactaBuTens WHopMauum O  Hanuymm
nepcoHanbHbiX [aHHbIX O COOTBETCTBYKOLIEM CYyObEKTe MnepCoHarnbHbIX AaHHbIX
Onepatop 00s3aH pgatb B MNUCbMEHHOW (OpPME MOTUMBMPOBAHHbLIA OTBET,
cogepXalumi CCbIfiky Ha rnornoxeHue 4yactu 8 ctatbn 14 3akoHa O nepcoHanbHbIX
AaHHbIX UM MHOro bedepanbHOro 3akoHa, ABNAlLEeecss OCHOBaAHWMEM ANSA Takoro
OoTKasa, B CpoK, He npesblwaowmn 30 aHen co AHA obpaweHnsa cybbekTa
nepcoHanbHbIX  AaHHbIX WM ero  npeacraeutensi, nubo ¢ garthl
nonyyeHns 3anpoca cybbekTa NnepcoHanbHbIX AHHbIX UM €ro NpeacTaBuTeNs.

2.13.4. B cnyyae nonyyeHus 3arnpoca OT ynosIHOMOYEHHOro opraHa no 3awuTe npas
CyOGBLEKTOB NepPCOHanbHbIX AaHHbIX O NpeaocTaBneHnn nHdopmaumm, Heobxoammon
ANA  OCYLeCTBNEHUA [AOeATeNnbHOCTM YKasaHHOro opraHa, Onepatop o65a3aH
COOBOLWNTL Takyd MHGOPMaUUIO B YNOMHOMOYEHHbIN opraH B TedeHne 30 gHen C
AaTbl NOSTly4YeHUst Takoro 3arnpoca.

2.13.5. B cnyyae BbIIBeHNA HenpaBOMEPHOW 06paboTkM NepCcoHarnbHbIX AaHHbIX
npy obpalieHmm unuM no 3anpocy CyObekTa MepcoHanbHbIX OAHHbIX WK ero
npeacrasutenss nmMbo YMNoNMHOMOYEHHOro oOpraHa Mo 3awuTe npaB CcyObekToB
nepcoHanbHbiXx  AaHHbIXx Onepatop 0083aH  ocywecTBuTb  BrnokMpoBaHue
HenpaBoMepHO obpabaTbiBaeMbiX NEpCOHarbHbIX AaHHbIX, OTHOCALLMXCA K 3TOMY
CyObeKTy nepcoHanbHbIX OaHHbIX, C MOMEHTa Takoro obpalleHuss UM nosnyyvyeHus
yKa3aHHOro 3anpoca Ha nepuog npoBepKu.

2.13.6. B cnyyae BbIsiIBNieHUs1 HENPaABOMEPHON 06paboTkM NepcoHarnbHbIX AAHHbIX,
ocywectBndgemon OnepaTtopoMm, nocnegHUM B CPOK, He MpeBblakWmn  Tpex
pabounx OHEeW C AaTbl 3TOro0 BbIABNEHUSA, 00si3aH MpekpaTUTb HenpaBOMEPHYHO
06paboTKy nepcoHanbHbIX AaHHbiX. O6 yCTpaHeHUW [ONYLEHHbIX HapyLleHUR
Onepatop o06s3aH yBegOMUTb CyObekTa MepcoHarnbHbIX AaHHbIX WAW  ero
npeacraBuTens, a B criydae ecnuv obpawleHne cybbekta nepCcoHanbHbIX AaHHbIX WU
ero npeacrtaBuTenss NMbo 3anpoc YMNOfIHOMOYEHHOro opraHa no 3awuTe npae
CyObEKTOB NepCOHarnbHbIX AaHHbIX OblnM HanpaBneHbl YNOAMHOMOYEHHbIM OpraHoOM
Mno 3awmTe npaB CyObEKTOB NEepCcoHarbHbIX AaHHbIX, TAKKe YKadaHHbIN OpraH.

2.13.7. CyObeKkT nepcoHanbHbIX AaHHbIX BripaBe obpatutbcs € TpeboBaHWeM
npekpatuTb nepegadvy (pacnpocTpaHeHue, npeaocTaBneHne, [[OCTyn) CBOMX
NepcoHanbHbIX AaHHbIX, paHee pa3pelleHHbIX CYObEKTOM MepCOHarnbHbIX OAHHbIX
ANA pacnpocTpaHeHus, K nobomy nuuy, obpabaTtbiBalowlemMy ero nepcoHasibHble
AaHHble, B Criyyae HecoOnaeHUs NONOXEHUA HACTosLLEN cTaTbl unn obpatuTbes



c Takum TpeboBaHumem B cyn. [HaHHoe nuuo o643aHO npekpaTtuTb nepegady
(pacnpocTpaHeHue, npegocTaBneHne, OOCTYMN) NepcoHasnbHbIX AaHHbIX B TeYeHue
Tpex pabouynx gHen ¢ MOMeHTa nonyyeHusa TpeboBaHuA cyObekTa nepcoHanbHbIX
AaHHbIX UK B CPOK, YKa3aHHbIN BO BCTYMMBLUEM B 3aKOHHYIO CUITy peLleHnn cyaa, a
€Cnn TakoW CPOK B peLLeHMM Cyfa He yKkasaH, TO B TeyeHue Tpex paboumx gHen c
MOMEHTAa BCTYNINEHNS peLLIEeHUs Cyaa B 3aKOHHYHO CUny.

2.13.8. lNepepava (pacnpocTpaHeHue, npeaocTaBreHne, OOCTYMn) MepCoHarnbHbIX
AaHHbIX, paspeLLeHHbIX CyOBEKTOM NepCcoHanbHbIX AAaHHbLIX ANs1 pacnpoCTpaHeHus,
AormkHa ObITb  npekpaweHa B nwboe Bpems no TpeboBaHuMoo cybbekTa
nepcoHanbHbIX AaHHbIX. [laHHOe TpeboBaHne OOMKHO BKNOYaTh B ceba hamunuio,
UMs1, OTYECTBO (NPW HANMYUK), KOHTAKTHYIO MHGOPMauuio (Homep TenedoHa, agpec
9NEKTPOHHOM MOYTbl MMM MOYTOBLIN agpec) cybbekTa NnepcoHarnbHbIX OaHHbIX, a
TaKke MepeyeHb MepcoHanbHbIX [OaHHbIX, 00paboTka KOTOPbIX MNOANEXUT
npekpaweHnto. YkasaHHble B AaHHOM TpeboBaHWW nepcoHarnbHble AaHHble MOryT
o6pabaTbiBaTbCSA TOMLKO ONepaTopoM, KOTOPOMY OHO HanpaBfeHo.

2.13.9. B cny4ae poctmkeHusa uenn obpaboTkn nepcoHanbHbIX AaHHbIX OnepaTtop
00s3aH npekpatutb 06paboTKy MNEepCOHamNbHbIX AaHHbIX W YHUYTOXMUTb
nepcoHanbHble [aHHble B CPOK, He npeBblwatowmi 30 pabounx gHem c patobl
AOCTMXKEHUA uenn obpaboTkM nepcoHanbHbIX  AaHHbIX, €CNMnU  MHOE  He
npegycMoTpeHo cornacMeM Ha o00paboTKy nepcoHanbHbIX AaHHbIX, CTOPOHOW
KOTOPOro sIBNSETCS CyObeKT NepCcoHarnbHbIX JaHHbIX.

2.13.10. 3anpellaeTcs npuHaTUE Ha OCHOBaHun NCKNIOYNTENBHO
aBTOMAaTU3NPOBAHHON 06pabOTKM NEpPCOHaNbHbIX AAHHbLIX PELUEHUI, NOPOXKAAILLNX
topuandeckne nocneacTteBusa B OTHOLIEHMM CyObekTa nepCcoHanbHbIX AaHHbIX MK
WMHbIM 06pa3oM 3aTparMBaroLLMX €ro npaBa U 3aKOHHbIE MHTEPECHI.

2.14. Pexxum KoHMAEHUMaNnbHOCTU NePCOHarbHbIX AaHHbIX.

2.14.1. OnepaTtop obecneunBaeT KoOHdUAEHUMANBHOCTL W  6e30MacHOCTb
nepcoHanbHbIX OaHHbIX Npu KX obpaboTke B COOTBETCTBMM C TpeboBaHMsIMK
3akoHopaTtenbcTBa PO.

2.14.2. Onepatop He packpbiBaeT TpeTbMM NnMUaM W He pacnpocTpaHseT
nepcoHanbHble faHHble 6e3 cornacus Ha 3T0 CyOGbekTa MepCcoHanbHbIX OaHHbIX,
ecnu nHoe He npegycmoTpeHo ®eneparnbHbIM 3aKOHOM.

2.14.3. B cooTBeTCTBUM C NepevyHeM NepcoHanbHbIX AaHHbIX, 0bpabaTbiBaeMbIxX Ha
canTte, nepcoHarbHble JaHHble Nonb3oBaTtenewn CanTta ABNAOTCA
KOH(pmnaeHumansHoOn nHopmaumnen.

2.14.4. Jvwya, ocywectBngaowme o06paboTky nepcoHanbHbIX AaHHbIX, 0693aHbl
cobniopgate TpeboBaHWA pernameHTupylowmx JokymeHToB OnepaTtopa B 4acTtu
obecneyveHns KOHpMOEHUManbHOCTN 1 6e30MacHOCTM NEPCOHAaNbHbIX AAHHbIX.

3. O6paboTka nepcoHanbHbIX AAHHbIX



3.1. [llepeyeHb obGpabaTbiBaeMbix MepcoHanbHbIX AaHHbIX [lonb3oBaTenen
yKasblBaeT CyObeKT nepcoHanbHbIX B corfacum Ha o6paboTKy nepCcoHarnbHbIX
AaHHbIX, pa3peLleHHbIX CyObekTOM NepcoHasnbHbIX AaHHbIX 415 pacnpoOCTPaHEeHUS.

3.2. Jluya, umetowme npaBo AOCTyna K NepCoHarnbHbIM AaHHbIM.

3.2.1. lNpaBoMm pocTtyna K MNepcoHarnbHbIM AaHHbIM CyObekToB obnagarT nuua,
HageneHHble COOTBETCTBYHOLMUMM MOSIHOMOYMSIMA B COOTBETCTBUM CO CBOMMMU
cnyxebHbiMM 0693aHHOCTAMN.

3.2.2. TlepeyveHb nNuu, UMeLLNX OOCTYN K NepCcoHarnbHbIM JaHHbIM, YTBEpPXOaeTcH
HOupekTopom OnepaTopa.

3.3. NopsaoK 1 Cpokn XpaHeHNA nepcoHanbHbIX AaHHbIX Ha CanTe.

3.3.1. Onepatop ocywecTBnseT TOMbKO XpaHEHWe NepCOHasnbHbIX AaHHbIX
Nonb3oBaTtenen Ha CanTe.

3.3.2. Cpokn xpaHeHuss nepcoHanbHblXx AaHHbiX [lonb3oBaTtenen Ha Cante
onpegerneHsl ycrnosuamu MNMonb3oBaTenbCKOro cornalleHuns, BBOAATCA B AENCTBUE C
MOMeHTa npuHATUA (akuenTta) Nonb3oBaTternem gaHHoro cornawexHvs Ha Cante un
AENCTBYIOT OO Tex nop, noka onb3oBaTenb He 3asBUT O CBOEM >XerlaHuu yaanuTb
CBOW nepcoHarnbHble gaHHble ¢ CanTa.

3.3.3. B cny4ae ypaneHus gaHHbix ¢ Canta no uHUUMatMBe OOHOW M3 CTOPOH, a
UMEHHO  npeKkpalwleHuss ucnonb3oBaHns  CanTa, nepcoHanbHble  OaHHble
Monb3oBaTtens xpaHaTca B 6a3ax AaHHbix OnepaTtopa nsaTb NeT B COOTBETCTBUM C
3akoHogartenscTBoM PO.

3.3.4. o ucTedyeHUN BbllEyKa3aHHONO CpOKa XpaHeHUs NepcoHarnbHbIX AaHHbIX
lNMonb3oBaTensa nepcoHarnbHble JaHHble [lonb3oBatens yaanawTca aBTOMaTUYECKU
3a/laHHbIM anropnuTMOoM, KOTopbi 3agaeTt OnepaTop.

3.3.5. Onepartopom He BeageTcsa obpaboTka nepcoHanbHbIX AaHHbIX [Monb3oBaTenen
Ha ByMakHbIX HOCUTENAX MHAOPMaLMN.

3.4. brnoknpoBaHue nepcoHanbHbIX AaHHbIX.

3.4.1. Tog O6nokMpoBaHMEM MEPCOHAasNbHbIX AaHHbIX MOHUMAETCs BpPeMEHHOoe
npekpaweHne OnepatopoMm onepauMim no ux obpabotke no TpeboBaHUIO
Monb3oBaTensa nNpu BbISIBIEHUN UM HEOOCTOBEPHOCTU obpabaTtbiBaeMbix CBEAEHWI
NN HenpaBOMEPHbIX, NO MHEHUIO cybbekTa nepcoHaribHbIX AaHHbIX, AENCTBUA B
OTHOLLIEHMM €ro JaHHbIX.

3.4.2. Onepatop He nepefaeT nepcoHarnbHble AaHHble TPeTbUM nuuaMm U He
nopyyaet obpaboTKy nepcoHanbHbIX AaHHbIX CTOPOHHMM NULAM U OpraHu3aumsiM.
MepcoHanbHble aaHHble [Nonb3oBatenen Cavita obpabaTbiBalOT TONLKO COTPYAHUKM
OnepaTtopa (agMuHUcTpaTopbl 6a3 gaHHbIX U T. 4.), ONYLEHHbIE€ YCTAaHOBSIEHHbLIM
nopsakomM Kk 06paboTke nepcoHanbHbIX AaHHbIX [Nonb3oBaTenen.



3.4.3. bnoknpoBaHWe nepcoHarnbHbIX AdaHHblX Ha Cante ocywecTBnseTcs Ha
OCHOBaHWUN NMNCbMEHHOIO 3asBNEeHNs OT CyObekTa NepCcoHanbHbIX JaHHbIX.

3.5. YHNUTOXEHME nepcoHanbHbIX JaHHbIX.

3.5.1. llog yHWYTOXEHWEM nepcoHasribHbIX [AaHHbIX MOHMMAKTCHA OEeUCTBUSA, B
pesynbTtate KOTOPbIX CTAHOBUTCA HEBO3MOXHbIM BOCCTAHOBUTb COAepXaHue
nepcoHanbHbIX AaHHbIX Ha CanTe u/vnn B pesynbTaTte KOTOPbIX YHUYTOXaKTCS
MaTepuanbHble HOCUTENWN NEPCOHAanNbHbIX AAHHbIX.

3.5.2. CybbekT nepcoHanbHbIX OaHHbIX BrpaBe B NUCbMeHHoW ¢opme TpeboBaTtb
YHUUYTOXEHNSA CBOUX NEPCOHAanNbHbIX AaHHbIX B Cryvae, eCnu nepcoHasnbHble AaHHble
ABNSAOTCA HEMOMHLIMW, YCTApEBLUNMU, HEOOCTOBEPHBIMU, HE3AKOHHO MOSTYy4YEHHbIMU
UIn He ABNATCA HE0OXoaMMbIMUK ANS 3asBNEHHOM Lenu obpaboTku.

3.5.3. B cnyyae oTCyTCTBUSI BO3MOXXHOCTM YHUYTOXEHWUSI MEPCOHanbHbIX AaHHbIX
OnepaTop ocyLlecTBnsieT 6rokMpoBaHMe Takmx NePCOHaNbHbIX AaHHbIX.

3.5.4. YHuYTOXEHME NepCcoHarbHbIX AaHHbIX OCYLLECTBISIETCA MNyTEM CTMpaHus
WHdopMauuMM  C  WUCMOMb30BaHMEM  CEPTUMUUMPOBAHHOMO  MPOrpamMMHOro
obecneyeHnss ¢ rapaHTMpPOBaHHLIM YHUYTOXEHNEM (B COOTBETCTBUM C 3adaHHbIMM
XapakTepucTukamm Ansi  YCTaHOBMEHHOro  nporpaMmHoro  obecneyeHust C
rapaHTMPOBAHHbLIM YHUYTOXEHNEM).

4. Cuctema 3awimTbl NepPCoOHarbHbIX AaHHbIX

4.1. Mepbl no obecneyeHnto ©0E30NaCHOCTN MEPCOHArnbHbIX AaHHbIX MNpU KX
obpaboTke.

4.1.1. Onepatop npu o06paboTke nepcoHanbHbiX AaHHbIX 0083aH NpUMHMMAaTb
HeoOXoauMble MpaBOBble, OPraHU3aUMOHHbIE U  TEXHWYECKMEe Mepbl  WUnu
obecneunBatb UMX MpPUHATME ANA  3alWWUTbl  NEPCOHarnbHbIX  AAdHHbIX  OT
HENnpPaBOMEPHOrO WM CMAyYanHOro AOCTyna K HUM, YHUYTOXEHMWS, WU3MEHEHUS,
GnoKMpoBaHMs, KONMPOBaHUS, NPeaoCTaBNEHNS, PacnpoCTpaHEHUS NEPCOHarbHbIX
AaHHbIX, @ TaKkKe OT MHbIX HENPABOMEPHbIX AEACTBUA B OTHOLLUEHMN NEPCOHANbHbIX
AaHHbIX.

4.1.2. O6ecneyeHne ©6e30MaCHOCTM MNEPCOHANbHbIX [OaHHbIX [OOCTUraeTcsi, B
YaCTHOCTW:

e onpegeneHveMm yrpo3 6e30MacHOCTU MEePCOHarnbHbIX AaHHbIX NpU KX
06paboTke B MHPOPMALIMOHHbLIX CUCTEMAaX NEPCOHAnNbHbIX AaHHbIX;

e MPUMEHEHMEM OPraHM3aUMOHHBLIX U TEXHUYECKMX Mep no obecneveHuto
©e3onacHOCTM  MepcoHarnbHbIX  AaHHbIX Npu  unx obpaboTtke B
MHPOPMALIMOHHBIX CUCTEMAxX MEPCOHArbHbIX OAHHbIX, HEOOXOOMMbIX AONis
BbINOSTHEHNSA TPeboBaHUI K 3aLLMTE NepPCoHarbHbIX AAaHHbIX;

e MPUMEHEHMEM MNPOLLEANX B YCTAHOBIEHHOM MOpsAKe npoueaypy OLEHKM
COOTBETCTBUSA CPeACTB 3alnTbl MHGPOPMaLUK;



OLUEHKOW  3(P(PEKTMBHOCTU MPUHUMAEMbIX Mep no obecneyeHuto
6e30nacHOCTM MNepcoHanbHbIX [AaHHbIX 00 BBOAA B 3KCnnyaTauumio
MHGOPMAaLNOHHOWN CUCTEMbI NEPCOHASbHbIX AAaHHbIX;

e Y4YETOM MAaLUMHHbIX HOCUTESNEN NEPCOHArbHbIX AAHHbIX;

o OOHapyxeHnem haKkTOB HECaHKLMOHMPOBAHHOIO 4OCTYMNa K NepcoHarbHbIM
OaHHBLIM U MPUHATUEM MEP;

e BOCCTa@HOBMNEHMEM MePCOHanbHbIX AaHHbIX, MOAUMPULMPOBAHHLIX WUAN
YHUYTOXEHHbIX BCNEACTBNE HECAHKLMOHNPOBAHHOIO JOCTYNa K HUM;

e yCTQHOBMNEHWEM  npaBwsl  JoCTyna K  MepCoHarnbHbIM  [aHHbIM,
obpabaTbiBaeMbIM B UH(POPMALIMOHHOM CUCTEME NMEPCOHArbHbIX AaHHbIX, a
Takke obecneyeHnem perucTpaumm n yyeTta Bcex AeNCTBUNA, COBEPLLAEMbIX
C NepcoHanbHbIMN AaHHLIMU B MH(POPMALMOHHON CUCTEME MEPCOHAarbHbIX
OaHHbIX;

e KOHTPONEM 3a NPUHMMaemMbIMM Mepamu no obecnedeHuto Be3onacHoOCTU

NepcoHanbHbIX [AaHHbIX W YPOBHA 3alUMLLEHHOCTM WHAOPMALNOHHBIX

CUCTEM NEePCOHAnNbHbIX JAHHbIX.

4.1.3. Ansa uenen MNonoxeHus nog yrpo3ammu 6e3onacHOCTU NepcoHanbHbIX AaHHbIX
NOHMMAETCA COBOKYMHOCTb YCrOBMA U  (PaKTOpOB, CO34aloMX OMacHOCTb
HEeCaHKUMOHUPOBAHHOIO, B TOM 4MUCMe CryyYyanHoro, AOCTyrna K MNepcoHasibHbIM
AaHHbIM, pe3ynbTaTOM KOTOPOro MOFyT CTaTb YHUYTOXEHWE, W3MEHEHWe,
GnokupoBaHue, KonNnupoBaHue, NpeaocTaBneHne, pacnpocTpaHeHue nepcoHarbHbIX
AaHHbIX, a TakkKe WHble HenpaBOMEPHble [OeUCcTBUA npu ux obpaboTke B
MHPOPMALNOHHOM CUCTEME MepCoHarnbHbIX AaHHbIX. [1og ypoBHEM 3alUULLEHHOCTH
nepcoHanbHbIX AaHHbIX MOHUMAETCS KOMMMEKCHbIN NoKa3aTesb, XapakTepuayoLwmni
TpeboBaHNA, UCMNONMHEHNE KOTOPbIX obecneunBaeT HeUTpanuaaumo onpeaeneHHbIX
yrpo3 6e30nacHOCTM NepcoHanbHbIX 4aHHbIX NpU Ux 06paboTke B MHGOPMALMOHHOM
cucTemMe NepcoHarbHbIX JaHHbIX.

4.2. 3awmuaemble cBeeHns o cybbekTe nepCcoHanbHbIX AaHHbIX.

K sawumwaembiM cBegeHMsiM O CyObekTe nepcoHanbHbIX [AaHHbiX Ha Cante
OTHOCATCSA AaHHble, MO3BONsWME UAEHTUMUUUPOBATL CYOBLEKT NEepPCOHarbHbIX
AaHHbIX U/MNU NONyYUTb O HEM [JONOJSIHUTENbHbIE CBeAeHUsl, NPeayCMOTPEHHbIe
3akoHogartenbcTBoM U NonoxeHnem.

4.3. 3awmuaemble 06BHEKTbI NEPCOHANbBHbLIX AAHHbIX.
4.3.1. K 3awuwiaembim o6beKTaM NepCcoHanbHbIX AaHHbIX HA CanTe OTHOCATCA:

o 00beKTbl MH(hOopMaTU3aUMM N TEXHUYECKNE CPeaCcTBa aBTOMATU3NPOBAHHON
0bpaboTkn nHdbopmMauumn, cogepallen nepcoHanbHble AaHHbIE;

e VMHJOPMaUMOHHbIE pecypcbl (6a3bl AaHHbIX, dannbl U Op.), cogepxaiime
nHpopmaunio 06 MHPOPMaLMOHHO-TENEKOMMYHUKALNOHHbBIX CUCTEMaXx, B
KOTOPbIX  UMPKYNMPYIOT  NepcoHanbHble  AaHHble, O  CcobbITuSX,
npousowenwmnx ¢ ynpaenseMbiMn obbekTamu, O nraHax obecneyeHus
GecnepeboriHon paboTbl M Npouedypax nepexoda K YMNpaBreHui B
aBapUNHbLIX peXxumax;



e KaHanbl CBA3KW, KOTOpble WCMOMb3YKTCA ANA nepegavu nepcoHanbHbIX
OaHHbIX B BUAE MHMOOPMATUBHLIX 3NTIEKTPUYECKUX CUTHANOB N OU3NYECKUX
nonew;

e OTYYXOAEMble HOCUTENW WHGOPMAUUM HA  MAarHUTHOW, MarHUTHO-
ONTMYECKOM U MHON OCHOBE, MPUMEHSIEMbIE ANs 06paboTKM NepcoHanbHbIX
JaHHbIX.

4.3.2. TexHonornyeckass wuHdopmMauuss o006 MHMOPMALMOHHBLIX CcUCTEMax W
arieMeHTax CUCTEMbl 3alunTbl MEepPCOoHanbHbIX [AaHHbIX, Mognexaiwlas 3awmTte,
BKItOYaET:

e CBEOEHWSS O  CUCTEME  ynpaBfeHUs  OJOCTYNOM  Ha  OOBLEKThI
MHdopMaTmn3aumn, Ha KOTOpPbIX ocyuiecTBnsaeTcs obpaboTka
nepcoHarnbHbIX JaHHbIX;

e ynpaenawwas WHdopMauusa (KOHpUrypaumoHHble dannbl, Tabnuupl
MapLupyTusauum, HaCTPONKN CUCTEMbI 3aLLMTbl U Mp.);

e TEXHoOMornyeckas MHopmMauusa cpeacTs A0CTyna K CMCTeEMaM ynpaBrieHus
(ayTeHTMdurKaunoHHas nHdopmMaums, Knoum n atpmbyTel 4ocTyna u ap.);

e XapaKTEPUCTUKN KaHamnoB CBA3W, KOTOPblE MCMNOMb3YKTCA ANA nepeaaydv
NnepcoHanbHbIX JAaHHbLIX B BUAE MHOPMATUBHbLIX SNEKTPUYECKUX CUTHASOB
N n3nYeCKnx nosnewm;

e WH(pOpMaUMA O cpeacTBax 3alUTbl MepCoHarbHbIX JaHHbIX, UX COCTaBe u
CTPYKTYpE, NPUHUMNAX N TEXHUYECKUX pPeLUEeHNAX 3aLLmThl;

e cCnyxebHble AaHHble (MeTagaHHble) nosBngwwmecs npu  paboTe
nporpaMmHoro obecnevyeHnsd, cooObLieHnn N MNPOTOKONIOB MEXCETEBOro
B3aMMoOencTeun4, B pedynbTaTe 06paboTkm nepcoHanbHbIX 4aHHbIX.

4.4. TpeboBaHMA K CUCTEME 3aLUUTbI NEPCOHANbHbLIX AAHHbIX.

Cuctema  3aWwmTbl  MNepcoHanbHbIX  AAHHbIX  [OSPKHA  COOTBETCTBOBATb
TpeboBaHuam noctaHoBneHns [MpasutensctBa ot 01.11.2012 Ne 1119 «O6
yTBEpXKOEHUN TpeboBaHUIN K 3alumMTe MepCoHarbHbIX AaHHbIX Npu nx obpaboTke B
NHPOPMALNOHHBIX CMCTEMAX NEePCOHasbHbIX AAaHHbBIX.

4.4.1. Cncrema 3awmTbl NEPCOHAanNbHbIX AaHHbIX AOMKHA obecneynBaTh:

e CBOEBpEeMeHHOe OBOHapyXeHne N NpeaoTBpaLLeHNe HECAHKLNOHNPOBAHHOMO
[ocTyna K nepcoHasnbHbiM AdaHHbIM M (UNKM) nepefadm ux nvuam, He
MMeEIOLLMM NpaBa O0CTyrna K Takon nHopMaumu;

e HeponylieHune BO31ENCTBUSA Ha TeXHUYeckne cpeacTea
aBTOMaTU3NPOBaHHOM 0OpaboTKM MepCcoHanbHbIX AaHHbIX, B pe3ynbTaTte
KOTOPOro MOXeT BbITb HapyLUEHO MX (PYHKLMOHMPOBAHWUE;

e BO3MOXHOCTb  He3aMeasIMTENIbHOr0  BOCCTaHOBMEHMSA  MepCOHanbHbIX
JaHHbIX, MOANMUUMPOBAHHBLIX UM YHUYTOXEHHbLIX  BCReacTeBue
HeCaHKLUMOHNPOBAHHOIO JOCTYNa K HUM;

e TMOCTOSIHHbIN KOHTPOSb 3a obecrneyeHMeM YpPOBHSA  3aLUULLEHHOCTU
nepcoHarnbHbIX AaHHbIX.



44.2. Cpegctea 3awuTbl WHGOPMaUUK, MNPUMEHSeMble B WHAPOPMALNOHHbBIX
cucTemax, [OOIKHbl B YCTAHOBMEHHOM MOpPSiAKe NpoXoAuTb npouenypy OLEHKM
COOTBETCTBUA.

4.5. Metogbl 1M cnocobbl 3awmTbl MHOPMALMM B MHAPOPMALMOHHBLIX CUCTEMAX
nepcoHarbHbIX JAaHHbIX.

4.5.1. Metoabl n cnocobbl 3awmnTbl MHPOPMaUMM B MHAOPMALMOHHBLIX CUCTEMAX
nepcoHanbHbIX AaHHbIXx OnepaTtopa A0MKHbI COOTBETCTBOBATbL TPeOOBaHNSAM:

o npukaza PCTIK ot 18.02.2013 Ne 21 «O6 ytBepxageHun CocTtaBa U
coaepXXaHnsa OpraHM3auMoOHHbIX M TEXHUYECKMX Mep no obecneyeHunto
©e3onacHOCTM  MepcoHanbHbIX  AaHHbIX  Npu mMx  obpaboTke B
MHPOPMALIMOHHBIX CUCTEMAX NEPCOHAIbHbIX AAHHbIXY;

o npukaza PCBH ot 10.07.2014 Ne 378 «O6 yrtBepxageHun CocTtaBa WU
CoOEepXXaHNA OpraHM3auMoOHHbIX M TEXHUYECKMX Mep Mo obecneveHnto
©e3onacHOCTM  MepcoHanbHbIX  AaHHbIX  Npu mMx  obpabotke B
MHPOPMALIMOHHBIX CUCTEMAxX MEepPCOHanbHbIX AAHHbIX C WCMNONb30BaHWEM
CpeacTB Kpuntorpaduyeckon 3almnTbl UHOpMaUUKM, HeobxoauMbiX OnNS
BbIMOMHEHNA yCTaHOBNEHHbIX [lpaButensctBomM Poccuickon ®eaepaumm
TpeboBaHNN K 3awmuTe MNepcoHarnbHbIX AAHHbIX AN KaX4oro u3 ypoBHEN
3awmueHHocTny (B cnydae onpegenenna OnepaTtopoM HeobxoaMmocTu
NCNONb30BaHUA CPeacTB Kpuntorpadpuyeckon 3sawmtbl MHOpMauUnK AOns
obecneyveHnsa 6e30NacHOCTU NEPCOHArNbHbIX AaHHbIX).

4.5.2. OcHOBHbIMM MeTogaMmm W cnocobamu  3awmTbl  uHOpMauuM B
MHAPOPMALMOHHBLIX CUCTEMAX MNepPCOHanbHbIX AaHHbIX [lonb3oBaTenen sBNATCA
MeToabl U cnocobbl 3awunTbl MHOOPMaLUUK OT HECAHKLUMOHMPOBAHHOIO, B TOM 4YuMcne
cnyyanHoro, OOCTyrna K MepcoHaribHbIM [aHHbIM, Pe3yrbTaTOM KOTOPOro MOXeT
cTaTb YHUYTOXEHUE, M3MEeHeHne, BroknpoBaHne, KONMpoBaHWe, pacrnpocTpaHeHue
nepcoHanbHbIX AaHHbIX, @ TakkKe UHbIX HECAHKLUMOHMPOBAHHbIX AEUCTBMIK (ganee —
MeToAbl 1 cnocobbl 3awwmTbl MHopmMauun ot HCL).

4.5.3. Bblbop n peanunsaumsa MeTogoB M crnocoboB 3awmuTbl MHpopmaumm Ha CanTte
OCYLLIECTBNAETCA B COOTBETCTBMM C pPEKOMeHOauusMu perynatopoB B obnactu
3awmTbl nHpopmaumm — CTIK Poccum n ®CB Poccuun, ¢ yyetom onpegensiembix
OnepaTtopom yrpo3 6e3onacHOCTM nepcoHarbHbIX AaHHbIX (MOAENW yrpo3) M B
3aBUCUMOCTU OT Knacca MHOPMaLUNOHHOW CUCTEMBI.

4.5.4. BoibpaHHble 1 peanu3oBaHHbIE METOAbI MU CNOCOOLI 3aWwmThl MHpopMaLmn Ha
Cante pomkHbl obecneynBaTb  HeWTpanu3auuio  npegnonaraemMblX — yrpos
©e30nacHOCTN NepCcoHarnbHbIX AaHHbLIX NPU X 0bpaboTke.

4.6. Mepbl 3aWmnTbl MHpOPMaLMK, COCTaBNAOLWEN NePCOHaNbHbIe OaHHbIE.

4.6.1. Mepbl no oxpaHe 6a3 [aHHbIX, cogepXawux MepcoHanbHble AaHHbIE,
npuHuMaemble OnepaTopomMm, JOMKHbI BKNoYaTb B cebs:

e oOnpeaeneHve nepeyHs WHdopMaLuMK, COCTaBnsOWeEN nepcoHarnbHble
OaHHbIE;



e OrpaHu4yeHWe pJocTyna K wuWHGOpMauuu, coaepxalwen nepcoHanbHble
AaHHble, NyTEM yCTaHOBMNEHUs nopsaaka obpalieHmst ¢ aTorm Hopmaumen
N KOHTPOIs 3a cobnogeHnemM Takoro nopsaka.

4.6.2. Mepbl No oxpaHe KOHUAEHUMANbHOCTU MHOPMaLUN NPU3HAKTCA pa3yMHO
AOCTaTOYHbIMMU,
ecnu:

e VCKIOYaeTcs AOCTYN K NepCcoHanbHbIM AaHHbIM MobbIX TpeTbux nuy 6e3
cornacua OnepaTtopa;

« o0becneuymBaeTcsa BO3MOXHOCTb UCMNOMNb30BaHNA MHOPMaLnn, coaepxallen
nepcoHanbHble  OaHHble, ©6e3 HapyweHus  3akoHodaTenbCcTBa O
nepcoHanbHbIX AaHHbIX;

e npwu paboTe c Nonb3oBaTenem ycTaHaBNMBaETCS Takon NOPSLAOK OENCTBUN
OnepaTopa, npu KoTopoM obecnevynBaeTcs COXPaHHOCTb CBeAeHUN,
cogepxallmx nepcoHanbHble AaHHble [onb3oBaTens.

4.6.3. [lepcoHanbHble pfaHHble He MoryT ©OblTb WCMONb30BaHbl B LENsX,
npotmBopevawmx TpeboBaHmam  degepanbHOro  3akoHa, 3aWuTbl  OCHOB
KOHCTUTYLMOHHOIO CTPOSi, HPAaBCTBEHHOCTU, 340POBbS, NPaB N 3aKOHHbLIX NHTEPECOB
Apyrmx nuu, obecneyeHnst 060poHbI CTpaHbl U 6e30nacHOCTM rocyaapcTBa.

4.7. OTBETCTBEHHOCTb.

4.7.1. Bce cotpygHukn OnepaTopa, ocyulecTBndatowme obpaboTKy nepcoHanbHbIX
AaHHbIX, 0643aHbl XpaHWUTb TaWHy O CBEOEHUsX, COAepXalMx nepcoHarnbHble
AaHHble, B COOTBETCTBMM C [lonoxeHuem, TpeboBaHMAMN 3akoHogaTenscTea Po.

4.7.2. Jlvua, BMHOBHble B HapyweHun TpeboBaHun [lonoxeHus, HecyT
npeayCcMOTPEHHYI0 3aKoHOAAaTeNbCTBOM P® OTBETCTBEHHOCTD.

4.7.3. OTBETCTBEHHOCTb 3a CcobOnoaeHne pexunma nepCcoHarnbHbIX AaHHbIX MO
OTHOLLEHMIO K MNepcoHanbHbIM [aHHbIM, Haxogswumcsa B 0asax gaHHbix CanTta,
HecyT OTBETCTBEHHbIE 3a 06paboTKy NepCoHanNbHbIX AAHHbIX.

5. 3aknunTeribHble NOoJI0XeHUA

5.1. B cnyvyae wu3mMeHeHus p[encTteylowero 3akoHopgartenoctsa P®, BHeceHus
N3MEHEHUN B HOPMAaTUBHbIE [OOKYMEHTbl MO 3aluTe NepCoHarnbHbIX AaHHbIX
HacTosiwee [lonoxeHne OenCTBYeT B 4acTu, He NpOTUBOpeYallen OencTByoLeMy
3aKoHoOaTeNbCTBY OO NPUBEAEHWS €ro B COOTBETCTBME C TaKUMMU.



